Formal aspects of security and trust : 8th international workshop, FAST 2011 Leuven, Belgium, September 12-14, 2011: revised selected papers by Barthe, Gilles et al.
Lecture Notes in Computer Science 7140
Commenced Publication in 1973
Founding and Former Series Editors:
Gerhard Goos, Juris Hartmanis, and Jan van Leeuwen
Editorial Board
David Hutchison
Lancaster University, UK
Takeo Kanade
Carnegie Mellon University, Pittsburgh, PA, USA
Josef Kittler
University of Surrey, Guildford, UK
Jon M. Kleinberg
Cornell University, Ithaca, NY, USA
Alfred Kobsa
University of California, Irvine, CA, USA
Friedemann Mattern
ETH Zurich, Switzerland
John C. Mitchell
Stanford University, CA, USA
Moni Naor
Weizmann Institute of Science, Rehovot, Israel
Oscar Nierstrasz
University of Bern, Switzerland
C. Pandu Rangan
Indian Institute of Technology, Madras, India
Bernhard Steffen
TU Dortmund University, Germany
Madhu Sudan
Microsoft Research, Cambridge, MA, USA
Demetri Terzopoulos
University of California, Los Angeles, CA, USA
Doug Tygar
University of California, Berkeley, CA, USA
Gerhard Weikum
Max Planck Institute for Informatics, Saarbruecken, Germany
Gilles Barthe Anupam Datta
Sandro Etalle (Eds.)
Formal Aspects
of Security and Trust
8th International Workshop, FAST 2011
Leuven, Belgium, September 12-14, 2011
Revised Selected Papers
13
Volume Editors
Gilles Barthe
Universidad Politecnica de Madrid
IMDEA Software Institute
Campus Montegancedo
28660 Boadilla del Monte, Madrid, Spain
E-mail: gilles.barthe@imdea.org
Anupam Datta
Carnegie Mellon University
NASA Research Park, Bldg. 23 (MS 23-11)
P.O. Box 1
Moffet Field, CA 94035-0001, USA
E-mail: danupam@cmu.edu
Sandro Etalle
Technical University of Eindhoven
Faculty of Mathematics and Computer Science
Embedded Systems Security Group
P.O. Box 513
5600 MB Eindhoven, The Netherlands
E-mail: s.etalle@tue.nl
ISSN 0302-9743 e-ISSN 1611-3349
ISBN 978-3-642-29419-8 e-ISBN 978-3-642-29420-4
DOI 10.1007/978-3-642-29420-4
Springer Heidelberg Dordrecht London New York
Library of Congress Control Number: 2012934839
CR Subject Classification (1998): C.2.0, K.6.5, D.4.6, E.3, K.4.4, H.3-4, J.1
LNCS Sublibrary: SL 4 – Security and Cryptology
© Springer-Verlag Berlin Heidelberg 2012
This work is subject to copyright. All rights are reserved, whether the whole or part of the material is
concerned, specifically the rights of translation, reprinting, re-use of illustrations, recitation, broadcasting,
reproduction on microfilms or in any other way, and storage in data banks. Duplication of this publication
or parts thereof is permitted only under the provisions of the German Copyright Law of September 9, 1965,
in its current version, and permission for use must always be obtained from Springer. Violations are liable
to prosecution under the German Copyright Law.
The use of general descriptive names, registered names, trademarks, etc. in this publication does not imply,
even in the absence of a specific statement, that such names are exempt from the relevant protective laws
and regulations and therefore free for general use.
Typesetting: Camera-ready by author, data conversion by Scientific Publishing Services, Chennai, India
Printed on acid-free paper
Springer is part of Springer Science+Business Media (www.springer.com)
Preface
The present volume contains the proceedings of the 8th International Workshop
on Formal Aspects of Security and Trust (FAST 2011), held in Leuven, Belgium,
September 12–14, 2011, in co-location with the 16th European Symposium on
Research in Computer Security (ESORICS).
FAST sought original papers focusing on formal aspects of the following
topics: security and trust policy models; security protocol design and analysis;
formal models of trust and reputation; logics for security and trust; distributed
trust management systems; trust-based reasoning; digital assets protection; data
protection; privacy and ID issues; information flow analysis; language-based se-
curity; security and trust aspects of ubiquitous computing; validation/analysis
tools; Web service security/trust/privacy; grid security; security risk assessment;
and case studies.
The Program Committee of FAST 2011 received 42 submissions in response
to the Call for Papers. Our warmest thanks go to all the authors of submitted
papers for sending their work to the conference. Each paper was reviewed by
three members of the Program Committee; we thank all the external reviewers
for their valuable efforts. Based on the review reports and electronic discussions,
the Program Committee selected 15 papers for inclusion in the proceedings.
The proceedings contain revised versions of these 15 accepted papers, and
two papers that accompany invited lectures by Andrew D. Gordon (Microsoft
Research and University of Edinburgh), and Frank Piessens (Katholieke Univer-
siteit Leuven).
We are grateful to the invited speakers for accepting to address the confer-
ence, and to the members of the Program Committee for their assistance in the
paper selection. We are also grateful to the local organizers of ESORICS 2011
for providing a perfect environment for running the workshop, and to Andrei
Voronkov for his EasyChair system.
November 2011 Gilles Barthe
Anupam Datta
Sandro Etalle
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